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1. MiaRec Screen Recording Admin Guide

1. MiaRec Screen Recording Admin Guide

This guide describes the configuration procedures required for MiaRec screen recording application.
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2. How it works

2. How it works

2.1 Architecture

MiaRec solution relies on Screen Recording Client running on agent desktops to perform screen captures during a call.

The controller application is responsible for the authentication of clients and initiating the capture process when the agent
handles a new call.

The following diagram illustrates a high-level architecture of the MiaRec screen recording solution. The next chapters cover the
architecture in more detail.

Call Recorder

Screen Recording

Web Portal
Controller

File Storage

Components:

* The Screen Recording Client runs on the Agent's workstations as a Windows Service.

* The Screen Recording Controller authenticates all clients and controls a recording process, i.e. starts/stops screen
capturing when agents receive/make calls.

* When the call ends, the Client uploads the video file to the server for storage and playback.

2.2 Authorization phase

When the Client application is deployed on a new computer, it has to be authorized first by the system administrator (menu
Screen recording -> Screen recording workstations).
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2.3 Recording phase

The following diagram illustrates the authorization phase. More details.

Load user
configuration

Screen Recording

Controller

Authorize / reject
session

Start session e

2.3 Recording phase

Once the Screen Capture Client is authorized and associated with the corresponding agent profile, it automatically starts screen
recording when the agent receives/makes calls.
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2.3 Recording phase

The following diagram illustrates a recording process in detail:

[EnN

. The MiaRec Call Recorder detects a new call from the Phone System.
2. The Call Recorder notifies the Screen Recording Controller about the particular agent has a new call

3. The Screen Recording Controller locates the active session for that agent and sends Start capturing command to the
Capture Client

4. Both Call Recorder and Screen Recording Controller save metadata in Database, so users can playback audio and video
recordings using the Web Portal.

. The Call Recorder detects the call end event.
. The Call Recorder saves the recorded audio file to the File Storage.

. The Call Recorder notifies the Screen Recording Controller about the call end.

0 N o O

. The Screen Recording Controller sends Start capturing command to the Capture Client. If wrapup recording is enabled,
then the screen capturing process continues for a pre-defined amount of time, usually for a couple of minutes. Otherwise, a
screen capturing is completed immediately.

9. The Capture Client uploads the recorded video file to the Web portal.
10. The Web Portal service stores the file in the File Storage

Call begin
Call end

1
vs Call Recorder

Save audio file

File Storage

Save metadata
Notify call begin

Notify call end

@ Save video file

Screen Recording
Controller

Web Portal

Start capturing @&}
Stop capturing

8 Upload video file
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2.4 Multitenant environment

2.4 Multitenant environment

MiaRec Screen Recording solution supports deployment in a multi-tenant environment. The architecture is similar to a single-
tenant setup except for one difference:

¢ Each tenant has a unique secure recording token. The token is used to identify users of different tenants.

Load tenant/user
configuration

Screen Recording
Controller

Start session with
2 token xxx2

Start session with
token xxx1

TENANT 1 TENANT 2
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3. Installation

3. Installation

3.1 Configure licensing

3.1.1 Install license code

Navigate to Administration -> Screen Recording -> Screen Recording License.

Administration > Screen Recording > Screen Recording License

License for «Screen Recorder»

License: License is missing or not valid. Request/Edit license

License Expiration:  Never

Tenants

Caution! A number of licensed users exceeds the total number of available licenses.

Search by Text Search ~

+ Add Tenant X Delete Tenant

m NP Y VI

Click Edit license. You will see Computer Id value. Send this value to MiaRec team. We will send you back the license code for

0-30f3 < >

LiAERISIRL~ REAARRER HIfER~

your server.
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3.1.2 Allocate licenses to tenants (for multitenant environment only)

Administration > Screen Recording > Screen Recording License

Edit License for «Screen Recorder»

In order to obtain license code, please, send Computer ID to support@miarec.com

Computer ID: D97320139B00A4163DBF230F674BF9046DCEAF2353FC21B905ECD7F388F7260257E65E93C52277D49A2BF8423C3A

4 >

License code *

Once the license code is applied, the license information will show how many users are licensed:

Administration > Screen Recording > Screen Recording License

License for «Screen Recorder»

Screen_Recording_Seats: 100 licenses (required: 10)
License Expiration: ~ Mar 14, 2018 (Expires in 365 days)

Maintenance Expiration: ~ Mar 14, 2018 (Expires in 365 days)

3.1.2 Allocate licenses to tenants (for multitenant environment only)
Note, that step should be completed when MiaRec is configured in a multi-tenant environment (see What is a multi-tenancy?

Navigate to Administration -> User Management -> Tenants and allocate the appropriate number of licenses to tenants. The
following screenshot shows that tenant "Flexus" is allocated to 10 screen recording licenses. These licenses can be further
assigned to tenant users (see the next step).
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/../admin-guide/user-management/multi-tenancy/README.md

3.1.3 Assign licenses to users

Administration > User Management > Tenants

Edit Tenant «Flexus»

Name * Flexus

Timezone Select from list v

Leave empty for default

Language Default v

Audio files encryption Encrypt audio files

This setting will be applied to oncoming calls only

LICENSING
Licensing mode @ 'First-come, first-served" basis Fixed licenses
Call recording (seats) seats
Screen recording (seats) 10 seats
Live monitoring 0 seats
Agent evaluation 0 seats

3.1.3 Assign licenses to users

Navigate to Administration -> User Management -> Users. On user profiles, check the Screen recording seat license for
each of the eligible users.

LICENSING

@ Call recording seat license

@& Screen recording seat license

Monitoring seat license (as agent)

Evaluation seat license (as agent)
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3.2 Configure storage

3.2 Configure storage

Navigate to menu Administration -> Storage -> Storage Targets.
Click Add to create a storage target for screen recording files (*.mp4).
Files can be stored:

* Locally on the same server as the MiaRec web application
* Remotely on FTP, SFTP server

* Remotely in Amazon S3 bucket
The following screenshot demonstrates configuration of local storage in directory /var/miarec/screen_recordings .
Administration > Storage > Storage Targets

Add Storage Target

Storage Target Name * Local /var/miarec/screen_recordings
Tenant System v
Storage Target Type Local Filesystem -

LOCAL FILE SYSTEM SETTINGS

Base path /var/miarec/screen_recordings

On Linux system, configure folder permissions

For local storage target, configure permissions for the directory. This directory should be writable by Apache web server process.
On Centos 6/7, execute the command:

chown -R apache:apache /var/miarec/screen_recordings

On Ubuntu:

chown -R www-data:www-data /var/miarec/screen_recordings

On Windows, there is no need to configure permissions for folder.
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3.3 Configure screen recording settings

3.3 Configure screen recording settings
Navigate to menu Administration -> Screen Recordings -> Screen Recording Settings.
Configure the following settings:

» Storage Target (created in the previous steps)

* Capture frame rate (how often to capture screen per second)

* Bit-rate (compression level)

* Maximum screen recording duration (limits maximum size of video file).

* Maximum width/height of the captured image. MiaRec automatically resizes the image. This setting is per-monitor, i.e. in
multi-monitor configuration, the picture is downsized only when either of monitors has larger resolution.

¢ Multi-monitor recording. Record a primary monitor only or all monitors.

Administration > Screen Recording > Screen Recording Settings

Edit Screen Recording Settings

STORAGE SETTINGS

Storage Host URL http://192.168.88.30

URL of the storage server for screen recordings (it should be accessible from outside by the
clients). The clients automatically upload the recorded video files to that server. In a single-
server setup, it should be the same as the web portal. In a multi-server setup, it is possible to a
dedicated server the file upload traffic. Format examples: http://miarec.example.com,
https://10.0.0.5:8443

Storage Target * Local /var/miarec/screen_recordings (Local Filesystem) X | v

Video file name format * %{start-time#%Y%m%d}/%{start-time#%Y%m%d%H%M%S}-%{recording-id}.mp4

Parameterized file name format
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3.3 Configure screen recording settings

RECORDING SETTINGS

Capture rate (fps) * 2.0 (two frames per second) v

Wrap-up time (seconds) 0 seconds

The screen recording continues for the specified amount of time after the voice interaction

completes
Max recording duration 14400 seconds
(seconds) - ) ) - ) )
The recording is automatically terminated after the the specified amount of time passes. This
value should be at least as large as the longest call.
Max file duration 14400 seconds
(seconds)

The recording session may consits of multiple smaller files. This option specifies the maximum
duration of individual file.

Multi-monitor support () Record primary monitor only

® Record all monitors

Max image width 1920 pixels

Maximum width of the captured screen image. If the actual monitor width is bigger, then the
screen image is automatically resized

Max image height 1080 pixels

Maximum height of the captured screen image. If the actual monitor height is bigger, then the
screen image is automatically resized
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Video file bitrate

NETWORK SETTINGS

Controller TCP port

Controller TLS port

SSL private key file

SSL certificate file

SSL CA certificates
(optional)

3.3 Configure screen recording settings

256 kbps

The lower bitrate, the smaller file size and the worse quality. The higher bitrate, the bigger file
size and the better quality

6091

Listening TCP port for Client -> Controller communication (use 0 to disable TCP)

6092

Listening TLS port for encrypted Client -> Controller communication (use 0 to disable TLS)

screen_rec_tls_private.pem

Location of PEM-encoded private key file for inbound TLS connections from clients. The private
key will be automatically generated if does not exist yet.

screen_rec_tls_certificate.pem

Location of PEM-encoded certificate file for inbound TLS connections from clients. The
certificate will be automatically generated if does not exist yet.

This optional directive sets CA certificates used to verify the client certificate on Client
Authentication. It should point to all-in-one file containing concatenated PEM-encoded CA

Important! If MiaRec is deployed on Linux, then make sure the Apache process has write permissions to the storage target

directory.

On Centos, run as an example:

chown -R apache:apache /var/miarec/screen-recordings

On Ubuntu, run:

chown -R www-data:www-data /var/miarec/screen-recordings

Assuming that directory /var/miarec/screen-recordings is used for storing of uploaded video files.
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3.4 Generate security token

3.4.1 A single-tenant configuration - generate token

This step applies only to a single-tenant configuration!

3.4 Generate security token

Navigate to Administration -> Screen Recording -> Screen Recording Settings to view the current Screen recording

token (see below screenshot).

This token should be used during installation of the Screen Recording Client application.

Administration > Screen Recording

Screen Recording Settings

SCREEN RECORDING TOKEN

Screen recording token:

STORAGE

Storage upload URL:
Storage Target:

Audio file name format:

To generate new token, click Edit Configuration button and check Reset token option.

Administration > Screen Recording

60789d57f901655fcbbf5d117f7a84c8

http://192.168.1.106:6543/screen_recordings_upload

SFTP 192.168.1.70 (2)

Edit Configuration

%q{start-time#%Y%m%d}\%{start-time#%Y%m%d%H%M%S}-%{recording-id}.mp4

Screen Recording Settings

Edit Screen Recording Settings

SCREEN RECORDING TOKEN

Screen recording token

(& Reset token

3.4.2 A multi-tenant configuration - generate token

This step applies only to a multi-tenant configuration!

On the tenant profile page, enable Screen Recording.
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3.4.2 A multi-tenant configuration - generate token

SCREEN RECORDING

Screen recording (@ Enable screen recording

Screen recording token Reset token

After you save the new settings for the tenant, the application generates automatically a secure recording token for the tenant.

This token is used for authentication of users belonging to different tenants. The MiaRec Screen Recording Client application
(discussed later) requires this token during installation process.

SCREEN RECORDING

Screen recording: Enabled

Screen recording token: | 1b1332e3ba8df4312156331d86b7d38d
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3.5 Install client application

3.5 Install client application

Contact your MiaRec representative to get the MiaRec Screen Recorder application and install on the agent desktops.

Supported operating systems: Windows 7, 8, 10, Server 2008/2012/2016 with the latest windows updates installed.

During installation, provide the address of the MiaRec Screen Controller server and “Secure Token”. You can retrieve the secure

token on the tenant profile page (see above).

Enter the IP-address or DNS name of MiaRec server in the Primary Controller Address field. By default, port 6092 is used for
SSL connection and 6091 for non-SSL connection (see Administration -> Screen Recording -> Screen Recording Settings

for exact port values).

Jﬂ MiaRec Screen Recorder 1.1.0.0 Setup

=

I

Connection settings
Configure connection settings

Primary Controller Address:

Secure Token:

MiaRec Screen Recorder v1.1.0.0

Secondary Controller Address:

192.168.1.40:6092

Use S5L

758016d625be 165803b748864937d80c]

< Back

Install

Cancel

3.5.1 Verify installation

MiaRec Screen Recording Client silently works in background. It is visible Control Panel -> Services.
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3.5.1 Verify installation

"...,5 Services
File Action View Help
T Yo R I
MiaRecScreenRecorder Name . Description  Status ~ Startup Type Log On As
% Medha Center Extender Service Allows Me... Disabled Local Servr...
Stop the service L] MiaRecScreenRecorder Started  Automatic Local Syst...
Restartthe service L ppieneseft-NEFFramework-NGEN-—Microseft— I— becat-Syst-
% Microsoft .NET Framework NGEN... Microsoft ... Automatic (.. Local Syst...
% Microsoft iSCSI Initiator Service  Manages ... Manual Local Syst...
% Microsoft Software Shadow Cop... Manages s... Manual Local Syst...
% Mozilla Maintenance Service The Mozilla... Manual Local Syst...
% Multimedia Class Scheduler Enablesrel... Started  Automatic Local Syst...
% Net.Msmq Listener Adapter Receives ac... Disabled Network S...
% Net.Pipe Listener Adapter Receives ac... Disabled Local Servi...
CE Nt Tenm lictanar Adantar RAarnansnc ar Nicahlard lacal Cana

Also, you can see the application in the list of running processes.

-

= Windows Task Manager

File Options View Help
Applications | Processes IServices IPerformance INetworking IUsers |

l Image Name ‘ User Name CPU Memory (... Description
|sass.exe SYSTEM 00 2,260 K Local Security Authority Process
lam exe SYSTEM NN 1 20A K| nral Sessinn Manaaer Service.

i MiaRecScreenRecorder .exe SYSTEM 00 1,144 K MiaRecScreenCaptureService i
MiaRecScreenRecorderCapture exe IEUser 00 568 K MiaRecScreenCapture

3 MiaRecScreenRecorderService exe SYSTEM 00 404 K ServiceWrapper
MiaRecScreenRecorderService exe SYSTEM 00 504 K ServiceWrapper
TTTTTIC EXE TETser (5.6} Z; Te0 RVt oSOl vianagerent Consoe

i msdtc.exe NETWORK SE... 00 2,028 K Microsoft Distributed Transacti...

a SearchFilterHost.exe SYSTEM 00 836 K Microsoft Windows Search Filte...
Searchindexer .exe SYSTEM 00 4,608 K Microsoft Windows Search Inde...
SearchProtocolHost.exe SYSTEM 00 1,268 K Microsoft Windows Search Prot...
services.exe SYSTEM 00 3,248 K Services and Controller app
SMSs.exe SYSTEM 00 196 K Windows Session Manager
spoolsy.exe SYSTEM 00 3,784 K Spooler SubSystemn App
SppsvC.exe NETWORK SE... 00 1,392 K Microsoft Software Protection P...
svchost.exe SYSTEM 00 2,164 K Host Process for Windows Serv...
svchost.exe NETWORK <E... 00 2,224 K Host Process for Windows Serv...
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3.6 Authorize new workstations

3.6 Authorize new workstations

The capturing client application automatically establishes a network connection with the MiaRec screen recording controller.
New workstation requires authorization before it can record screen.

Load user
configuration

Screen Recording

Controller

Authorize / reject
session

Start session e

Y

Capture

Client

(I

Every workstation is uniquely identified using the automatically generated secure workstation token. The administrator can
authorize new workstations using MiaRec Web UI. Navigate to menu Administration -> Screen Recording -> Screen
Capture Workstations.

New workstations are shown in the Pending authorization tab.

Select the corresponding worktation(s) and authorize them.
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3.6 Authorize new workstations

Administration > Screen Recording

Screen Capture Workstations

‘i Search by Domain, Computer Name, IP address ‘ Search ~
All Clients Authog Pending Authorization Forbidden
‘ (& Authorize || (& Forbid H % Delete | Selected rows:3 0-130f13 < >
(] THORIZATION DOMAIN COMPUTER NAME IP-ADDRESS
® BN I View
7 I I View
& I I View
(] _ _ _ View
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3.7 Configure users for screen recording

3.7 Configure users for screen recording

Navigate to Administration -> User Management -> Users and click Edit for the corresponding user profile.

3.7.1 Step 1. Configure Screen Recording Login

Under Recording settings, configure the Windows login name in the Screen recording login attribute. This value should
match to username, the user is using to login to Windows machine. Optionally, you can specify a domain name if your
organization has multiple domains.

RECORDING SETTINGS

Record ® Always On-demand Never Default

Record direction # Inbound & Outbound

Extension 1234567
Add Extension
Confidential calls Automatically mark all calls of this user as confidential
Screen Recording Login justinamado

Supported formats: NETBIOS\login, DOMAIN\login, login

3.7.2 Step 2. Assign Screen recording license

Under Licensing, assign the Screen recording seat license to user.

LICENSING

[ Call recording seat license

[ Screen recording seat license

If user logs into to the authorized workstation using the configured login name, a screen capture will be activated automatically.
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3.8 Verify screen recording

3.8 Verify screen recording
Make a test call to verify screen recording.
Once a call is completed, the video file should be automatically uploaded to the central storage server.

You will be able to playback both audio and screen recordings simultaneously.

MEDIA PLAYER Switch to basic player

» Play & save audio file

Upload process may take some time depending on network speed between client and server. The message Screen recording
file is not uploaded yet is shown when upload is not completed yet:
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3.8 Verify screen recording

Call 281558487 -> 300

MEDIA PLAYER Switch to basic player

Screen recording file is not uploaded yet

R s s e AR ottt
A e st e BB R et o bt sl s

0 5 10 15 20 25 30 35 40 45
» Play & save audio file
INFO FROM TO
Tenant:  Flexus User: User:  Justin Amado
Date: Today Phone Number: 281558487 Group: Users
Connect Time:  12:01:46 PM Phone Name: Phone Number: 300
Disconnect Time:  12:02:33 PM Phone Id: 281558487 Phone Name:
Duration:  0:47 Ip-address:  192.168.1.106 (3000) Phoneld: 300
Watermark: ~ View Ip-address:  192.168.1.40 (5070)

«) Live monitor phone 281558487

) Live monitor phone 300
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4. Troubleshooting

4. Troubleshooting

4.1 Troubleshooting on Client Side

4.1.1 Enable logging for service application

By default, the client application doesn’t write logs. Navigate to INSTALL-FOLDER\Bin and edit the file

MiaRecScreenRecorder.ini Change Enable to 1 in the section [Trace]:

[Trace]
Enable=1
File=<INSTALL-FOLDER>\Data\log\trace.log

Restart service MiaRec Screen Recorder.
Once enabled, the logs are written into INSTALL-FOLDER\Data\log\trace.log file. Optionally, you can change the location of
the log file by editing the File parameter in the INI file.

@O"' » Computer » Local Disk (C) » Program Files » MiaRec Screen Recorder » Data » log

Organize ~ Include in library ~ Share with ~ Burn New folder
e
7 Favorites Name Date modified Type
B Desktop errors 3/14/2017 10:57 AM  Text Docun
e trace 3/14/2017 1059 AM  Text Docun

+» Recent Places

] Libraries

_*. Documents
\4} Music

= Pictures
B Videos

The video files are stored temporarily in the directory INSTALL-FOLDER\Data\Recordings. The client application
automatically uploads the recorded files to the central storage server after call completion. Once uploaded, the files are removed

from local storage. You can verify if any of the files are recorded by the client but not uploaded yet.
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4.1.2 Enable logging for desktop capturing process

@O"' » Computer » Local Disk (C) » Program Files » MiaRec Screen Recorder » Data » Recordings

Organize ~

¢ Favorites
I Desktop
14 Downloads

< Recent Places

] Libraries

~*, Documents
\e‘} Music

& Pictures
B Videos

& Computer

‘34 Network

Include in library ~

20170314_12014
9-000c2998-de2
9-11e7-0756-575
483e4f983.met...

ARAN

>

20170314_12055

9-000c2998-de2

9-11e7-0756-ec5
e22421983-1

20170314_12111
3-000c2998-de2
9-11e7-0757-a79

Share with ~

Play all

Burn New folder

20170314_12014

9-000c2998-de2

9-11e7-0756-575
483e4£983-1

20170314_12063
1-000c2998-de2
9-11e7-0756-f7
2e21ef983.meta...

20170314_12111
3-000c2998-de2
9-11e7-0757-a79

20170314.12023
6-000c2998-de2
9-11e7-0756-735
4b6eaf983.met...

>

20170314_12063

1-000c2998-de2

9-11e7-0756-f7
2e21ef983-1

20170314_12115
3-000c2998-de2
9-11e7-0757-bf7

20170314.12023

6-000c2998-de2

9-11e7-0756-735
4h6eaf983-1

20170314_12071
4-000c2998-de2
9-11e7-0757-191
6866cf983.meta...

20170314_12115
3-000c2998-de2
9-11e7-0757-bf7

20170314_12031
7-000c2998-de2
9-11e7-0756-8bc
6d83ef983.met...

>

20170314_12071

4-000c2998-de2

9-11e7-0757-191
6866cf983-1

20170314_12122
5-000c2998-de2
9-11e7-0757-d?

20170314_12031
7-000c2998-de2
9-11e7-0756-8bc
6d83ef983-1

20170314_12081
2-000c2998-de2
9-11e7-0757-3ba
b08d8f983.met...

20170314_12122
5-000c2998-de2
9-11e7-0757-d?

20170314_12035
0-000c2998-de2
9-11e7-0756-9f7
4364cf983.meta...

AELAE

>
20170314_12081
2-000c2998-de2
9-11e7-0757-3ba
b08d8f983-1

20170314_12131
2-000c2998-de2
9-11e7-0757-e8

4.1.2 Enable logging for desktop capturing process

To enable logging for the capturing process, first, create a new directory on the computer where non-privileged users can write
files. It should be outside of C:\Program Files. For example, create the directory C:\MiaRecLogs

Then, navigate to INSTALL-FOLDER\Bin and edit the file MiaRecScreenRecorder.ini
Under section [Recording] edit the parameter CaptureProcessArgs. Change it to:

CaptureProcessArgs = -ttttt -o C:\MiaReclLogs\ScreenRecDesktop.log

Note, the directory C:\MiaRecLogs should exist and it should be writable by non-privileged users.
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4.2 Troubleshooting on Server Side

4.2 Troubleshooting on Server Side

If the screen recording doesn’t appear on the server for too long, then you need to check logs on both the server and the client.
First, check System Log on the server (menu Administration -> Maintenance -> System Log).

One of the common issues is insufficient permissions to the upload directory. The following screenshot shows one of such cases.

response = handler(request)

File "/var/www/miarec/pyenv/1ib/python3.4/site-packages/pyramid-1.5.6-py3.4.egg/pyramid/router.py"”, line 163, in handle_
response = view_callable(context, request)

File "/var/www/miarec/pyenv/1ib/python3.4/site-packages/pyramid-1.5.6-py3.4.egg/pyramid/config/views.py"”, line 596, in
return view(context, request)

File "/var/www/miarec/pyenv/1lib/python3.4/site-packages/pyramid-1.5.6-py3.4.egg/pyramid/config/views.py", line 329, in a
return view(context, request)

File "/var/www/miarec/pyenv/1ib/python3.4/site-packages/pyramid-1.5.6-py3.4.egg/pyramid/config/views.py"”, line 305, in pi
return view(context, request)

File "/var/www/miarec/pyenv/1ib/python3.4/site-packages/pyramid-1.5.6-py3.4.egg/pyramid/config/views.py"”, line 385, in v
result = view(context, request)

File "/var/www/miarec/pyenv/1ib/python3.4/site-packages/pyramid-1.5.6-py3.4.egg/pyramid/config/views.py", line 491, in
response = getattr(inst, attr)()

File "/var/www/miarec/app/miarecweb/views/admin/screen_recording_upload_views.py", line 604, in view_upload_file_content
os.makedirs(new_directory, exist_ok=True)

File "/usr/local/lib/python3.4/os.py", line 227, in makedirs
makedirs(head, mode, exist_ok)

File "/usr/local/lib/python3.4/os.py", line 237, in makedirs

T mkdir(Tame; mode)

PermissionError: [Errno 13] Permission denied: '/var/miarec/screen_recordings’

In this case, you just need to grant the write permission on that folder to the Apache web server user account:

mkdir -p /var/miarec/screen_recordings
chown apache:apache /var/miarec/screen_recordings

Additionally, you can enable trace on the server side. Navigate to menu Administration -> Screen Recording -> Screen
Recording Settings and enable detailed trace logging.
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4.2 Troubleshooting on Server Side

TRACE LOG SETTINGS

Enable * & Enable writing of trace log information into file

Trace log file name * /var/log/miarec_screen/trace/trace.log

Full path to file trace log file

Trace level * 5

Depth of trace information (from 1 to 5). Defaultis 5

Rotate * Daily (once per day) .

When rotating the log file will be ranmed into new one with name "*.yyyyMMdd-hhmmss.EXT"
(EXT is file extension)

Rotate day * 1

For weekly rotation, one of [Mon, Tue, Wed, Thu, Fri, Sat, Sun, 1, 2, 3, 4, 5, 6, 0]. For monthly
rotation a day from 1 to 31. For monthly rotation a day from 1 to 31

Rotate time * 23:55

For hourly rotation format is MM (minutes). For daily, weekly and monthly rotation format is
HH:MM (hour and minutes)
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5. Deploy Screen Capture Client with Windows Group Policy

5. Deploy Screen Capture Client with Windows Group Policy

5.1 Create a Transform (MST) file

This article describes how to prepare Transform (MST) file for Windows installer.

What is a Transform?

A Transform (*.MST) file allows you to collect installation options for programs that use the Microsoft Windows Installer in a

file. They can be used on the Installer (MSIEXEC.EXE) command line, or used in a software installation Group Policy in a
Microsoft Active Directory domain.

Use Orca utility to prepare a packaged installation of MiaRec screen recording client. You can download Orca as a part of
Windows SDK or by contacting your MiaRec representative.

What is Orca?

Orca.exe is a database table editor from Microsoft for creating and editing Windows Installer packages and merge modules.

The tool provides a graphical interface for validation, highlighting the particular entries where validation errors or warnings
occur. More details can be found on Microsoft web-site.

Open MiaRecScreenRecorderSetup.msi in Orca utility.

File Edit Tables Transform Tools Wiew Help
NEEREEREEEEE]
Tables |

Look in: I MiaRecScreenRecorder j @ f_? 52 |

Desktop

Libraries

"lr
A
Computer
X
Nett;rk. 4 I I —'I

File name: I MiaRecScreenRecorderSetup EI Open I
Files of type: Ilnstaller Database Files [*.msi, * msm, * pep, ".mj Cancel |

[~ Open as read-only

4

Select New Transform from the Transform menu.
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https://msdn.microsoft.com/en-us/library/windows/desktop/aa370557(v=vs.85).aspx

5.1 Create a Transform (MST) file

~* MjaRecScreenRecorderSetup.msi - Orca

File Edit Tables | Transform  Tools  Wiew Help

|| =] %
Tables

AdminExecuteSec

AdminUISequence
AdvtExecuteSeq

Mew Transfarm
Apply Transform...
Yiew Patch...

Fenetate Transtarm, . .

Clase Transtarn. ..

Transtarm Properkies. ..

Appsearch
Binary

ZheckBox

i Aramanaek

Select Property in the Tables pane on the left.
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5.1 Create a Transform (MST) file

~* MjaRecScreenRecorderSetup.msi - Orca

File Edit Tables | Transform  Tools  Wiew Help

|| =] %
Tables

AdminExecuteSec

AdminUISequence
AdvtExecuteSeq

Mew Transfarm
Apply Transform...
Yiew Patch...

Fenetate Transtarm, . .

ose TEamnstor...

Transtarm Properkies. ..

Appsearch
Binary

ZheckBox

i Aramanaek

In the right pane, right-click on empty space and choose Add Row.
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5.1 Create a Transform (MST) file

Mame Walue
¥ Propery SERVER
Walue
— Calumn

Yalue - Localizable String[0], Required
192.168.1.106:6094

| ] I Cancel

Create the following parameters:

Property Value Description

SERVERI1 IP:PORT 1st MiaRec screen recording server

SERVER1 IP:PORT 2nd MiaRec screen recording server (optional)

TENANT TOKEN STR Screen recording token as configured in MiaRec web portal

USE SSL lor0 Set to 1 if encrypted channel is used (default port is 6092). Set to 0 if encrypted

channel is not used (default port is 6091)

The following screenshot shows an example configuration

-31/40 - Copyright © 2024 MiaRec, Inc.



5.1 Create a Transform (MST) file

~*MiaRecScreenRecorderSetup.msi () - Orca

File Edit Tables Transform Tools

Wiew Help

D& B3] #=e ==

Tables I;l Property | Yalue
AdminlUISequence UpgradeCaode {B166BEAZ-C956-451F-8FA9-A309576A0AZE
AdvtExecuteSequence WIAUI_USE_S5L USE_55L
AppSearch Wi JIRMOption UseRM
Binary WIXUI_SERVER1 SERYER1
CheckBox WIXUI_SERVERZ SERYERZ
Component WIKUI_TEMAMNT _TOKEN TENANT_TOKEN
Contraol WIKUI_INSTALLDIR INSTALLDIR.
ControlCondition ALLUSERS 1
ControlEvent ARPPRODUCTICOMN Icon.exe
CreateFolder ARPHELPLIME https: | fwnsi, miarec, comy
Customaction Manufacturer MiaRec, Inc,
Dialog ProductCode {1DDECEFF-7250-4F37-93FD-779F92339E7 7}
Directory ProductLanguage 1033
EventMapping ProductMame MiaF.ec Screen Recorder
Feature Productversion 1.1.0.57
FeatureComponents DefaultJIFont WixUI_Font_Mormal
File WixUI_Mode InstallDir
Icon ErrorDialog ErrorDlg
IniFile SecureCustomProperties INSTALLDIR,;SERVER.];SERVER.Z; TEMNAMNT _TOKEN;USE_S5L;WIX_DOWNGRADE_DET
InstalExecuteSequence SERVER1 192,1658.1,106:6092
InstalluISequence i TEMAMT_TOKEN 87325060c8c38a93F0b346F3d79a07b1
LaunchCondition USE_S5L 1
ListBiox
Media
MsiFileHash
Property
RadioButton

Tables: 37 IProperty - 22 rows

When finished, select "Generate Transform..." from menu "Transform"
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5.1 Create a Transform (MST) file

~*MiaRecScreenRecorderSetup.msi () - Orca

File Edit Tables | Transform  Tools  Wiew Help

[ | Eﬁ-l n | i [ew Transharm i

Apply Transkorm, ..

Tables View Patch. ..
adminUISequence: IRl TransForrm. .. ad
AdvtExecuteSequ Close Transform SE_
AppSearch Transform Propetties. .. Cpl

~ I—I 11 ITvL 1T e

Save the generated Windows Installer Transform file (*.mst).

~*GSaye Transform As Ei

Sawve in: m). MiaRecScreenRecorder - @ ? 3 "'

Mame = |v| Date modified |v| Type |-|
Mo items match wour search,

Recent .Places

File narne: MiaFecScreenFecorderPackage j Save

Save as type: Windows Installer Transformm [ mast) EI Cancel

Select "Close Transform" from the menu "Transform"
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5.1 Create a Transform (MST) file

~* MijaRecScreenRecorderSetup.msi { transformed by MiaRecSc

File Edit Tables |Transform Tools  Wiew Help

[ | E’Nl HI ¥ [ew Transtarm EEl' |

Spply Transtarmm. . .

Tables View Patch. .. r
“reateFolder Generakte TransForm, .. ade
Customaction SlseRl e o SE_s5L
Dialog Transform Properties. .. Opkion
Directory WIxUI SERVER1
EventMapping WIxUI SERVERZ
Feature WIUI_TEMAMT _TOKEN
FeatureZomponents WxI _INSTALLDIR.
File ALLUSERS
Icon ARPPRODUICTICON
TriFil= ADDHFI DI TRIK
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5.2 Put the MSI and MST files in a file share

5.2 Put the MSI and MST files in a file share

You need to create a folder somewhere on your server that you can remember and find, like the documents folder or the desktop.

You need to put the MSI as well as MST files in this new folder, and then right-click the folder, and go to "Share with" -->
"Specific people".

Type "Domain Computers" in the search box, and then give the "Domain Computers" account read permissions and click
"Share".

Select Users or Groups E E
Select thiz object type:
Uszerz, Groups, or Built-in zecurity principals Object Types...
From this location:
ad.miarec.com Locations. ..
Enter the object names to zelect [examples):
Diomain Computers| Check Names |
Advanced... ] I Cancel |
A
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5.2 Put the MSI and MST files in a file share

[

-
\_J 22 File Sharing

Choose people on your network to share with

Type a name and then click Add, ar click the arrow to find someone,

u H e |

| Perrmission Level |

Mame
2 Administrator Read \Write »
2 Administrators Chvner
£2 Domain Computers Read =
I'm hawving trouble sharing
'“',' Share Cancel
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5.3 Create a new GPO

5.3 Create a new GPO

5.3.1 Step 1. Create GPO

Open Group Policy Management from Start --> Administrative Tools --> Group Policy Management. If it is not installed,
go to the Server Manager (also in Administrative tools) and go to the Features tab on the left hand side and then click Add
Features in the pane on the right. Check the box in the new window that says Group Policy Management, and then click
through the next few screens. It will install and then you can open it like described before.

Navigate to Forest: YOURDOMAIN --> Domains --> YOURDOMAIN --> Group Policy Objects. Right click the folder Group
Policy Objects and click New. Type in a name for your GPO. Once you create your new GPO, it will show up under the Group
Policy Objects folder.

5.3.2 Step 2. Select computers on which to deploy the software

Click on the new GPO with the name that you just assigned. In the right pane on the bottom, there is a box that says Security
Filtering. Click on and remove the Authenticated Users entry.

Option 1. Deploy software for certain users

If you want this program deployed on certain computers, add all of the specific computer names that you want the software to be
deployed on.

gﬁroup Policy Management

Mi[=] E3
=L File Action  Wiew Window Help ‘ iy =) |
R e 2 e s | W 7
|, Group Policy Management Install MiaRec Screen Recorder
=] _ﬁ Forest: ad.miarec.com Soone I - - -

2 [Z Domains P Detallsl Settlngsl Delegatlonl
= 3 ad.miarec.com Links
= Default Domain Policy ; ol i - -
£ Dizplay links in this location: -
2 | Domain Controllers Iad.m|arec4com —I
= | = Group Policy Objects The following sites, domains, and OUs are linked to this GPO:
=f i i
g Default Doma!n Coptrollers Policy Location ~ [ Enforced | Enabled | Path
=] Default Domain Policy
=/ Install MiaRec Screen Recorder
& WMI Filters
7 Starter GPOs il | i
[ Sites — 4
7 Group Policy Modeling Security Filtering
u Group Policy Results The zettings in this GPO can only apply to the following groups, users, and computers:
Mame ~ I
LY [ (@ad.miarec.com|
2 [ i@ad.miarec. com)
Add... Femove | Properties |
|
WMl Filtering
This GPO ig linked to the following 'wkI filker:
<nonex j Hpen |

[

Option 2. Deploy on all domain computers

if you want it on all computers, add the group "Domain Computers". Go back up to the "YOURDOMAIN" folder (in the navigation
pane) and right-click it. Click "Link an existing GPO". Click your new GPO's name and click OK.
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5.3.3 Step 3. Create a Software installation

gGroup Policy Management !Em m
‘3 File Action  Wiew Window Help | 1211
&= |»mcH

_§£ Group Policy Management

=] _ﬁ Forest: ad.miarec.com
=l [ &5 Domains
El 33 ad.miarec.com
i/ Default Domain Policy
|| Domain Controllers
= [ 5 Group Policy Objects
(= Default Domain Controllers Palicy
(=] Default Domain Policy
=/ Install MiaRec Screen Recorder
[ WMI Filters
L E] Starter GPOs
L[ Sites
% Group Policy Modeling
| ¢ Group Policy Results

Install MiaRec¢ Screen Recorder
Scope I Detailsl Settingsl Delegationl
Links

Digplay links in this location:

The faollowing sites, domains, and OUs are linked to this GP

Location = I orcedl Link Enabledl Path

<]

Security Filtering

The settings in this GPO can only apply to the following aroups, users, and computers:
MName =

.g Domain Computers [ADADomain Computers]

Add...

Remave | Froperties |

WMI Filtering
This GPO ig linked to the following ‘W filker:

<none:

5.3.3 Step 3. Create a Software installation

Now go back to the GPO under Group Policy

Objects folder, and right-click it. Click on Edit.

A new window will open. Navigate to Computer Configuration --> Policies --> Software Settings --> Software

installations.

File ’ Action  Wiew  Help

E Group Policy Management Editor

€= |#=E c = H

= A Computer Configuration

= | Policies

= || Software Settings

Fbware installation

| Windows Settings

| Adrinistrative Templates: Palicy
| Preferences

= 4%, User Configuration

| Policies
| Preferences

=] Install MiaRec Screen Recorder [DC,AD.MIAF

Mame | Yersion I Deplovment skake | Source

There are no items ko show in this view,

Right click inside the empty pane on the right and go to New --> Package....
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5.3.3 Step 3. Create a Software installation

In the new windows that pops up, Navigate to the share that you created earlier using the full Universal Naming Convention
(UNC) path like \YOURSERVERNAME\FOLDERNAME), not the physical folder on the server (C:
\FAKEPATH\FOLDERNAME), and select your MSI. Click Open.

On Select deployment method, select Advanced. If you select another option, you won’t able to apply the MST file you
created.

Deploy Software Ed

Select deployment method:

" FPublished
" Azsigned
* Advanced

Select thiz ophion to configure the Publizhed ar Azzigned ophions,
and to apply modifications to a package.

Ok Cancel

Open Modifications tab. Select your MST file (that customizes your installation) from the network share.

Note: Again it is very important to use a UNC to the file (to the network share), rather than a local/network drive path.

- 39/40 - Copyright © 2024 MiaRec, Inc.



5.3.4 Reboot workstations (optional)

I MiaRec Screen Recorder Properties K Ed

.Generall Deploymentl Upgradesl Categories  Modifications ISecurityI

M odifications or tranzforms allow you o customize the package and are
applied to the package in the arder shown in the following list:

kodifications:

Y4192 168.1 . 5\MiaR ecScreenB ecordertMiaR ecScreen fove Lp

Mowve Dowh

Add.. Hemove

Irmpartant! Do not prezs OF. until all transforms are added and ordered

correctly. For more infarmation, right-click on the Modifications list box, and
then chick What's this?

(] Cancel

Click OK to complete the setup.

Close the Group Policy snap-in, click OK, and then close the Active Directory Users and Computers snap-in.

5.3.4 Reboot workstations (optional)

When the workstations re-start, the software package is automatically get installed with the pre-configured parameters (Note: It
may take 2-3 restarts for the server to update the GPO on the workstations).
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